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“80% of mobile app
development projects
will leverage an

MBaasS platform by
2016”7

- Gartner

Top 10 Characteristics
of Enterprise Backend
Services (BaaS/MBaas)

There are plenty of options available for Mobile
Backend as a Service, but not all of them will meet the
needs of an enterprise.

If you search the web for “MBaaS” you’re likely to get over
200,000 results. If you search for “mobile backend as a service”
you’re likely to get over 4 million results. If you read through

the first few pages of either set of search results, you’ll see that
most of them refer to a dozen or so MBaaS solutions. How do you
differentiate those solutions, and decide which ones are worth

evaluating for your enterprise?
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@ Common Capabilities

If you dig deeper, you’ll see that the
capabilities and pricing of MBaas solutions

vary significantly, although a common set of

capabilities found in almost all of them include:

push notifications, file storage and sharing,
integration with social networks, location
services, messaging and chat functions, user
management, the ability to run business logic,

and usage analysis tools.

You’re going to need all of those services

for almost any mobile app you build for
your business, although for enterprise apps,
integration with corporate identity systems
based on protocols such as LDAP and SAML
are often as or more important than social
networks. In addition, you’re going to want
those services to be available day in and
day out, as today’s mobile app users have
no tolerance for down time, error messages,
unavailable services, hung apps, or even slow

response times.

The first key enterprise MBaa$S characteristic
is a robust implementation of all the common

mobile backend services.

What do all those services do, and why are they

important to mobile applications?

Push Identity and Location
Authentication Services

(D &

Notifications

= &

File Storage Business User
& Sharing Logic Management

» Figure 1: Common Mobile Backend Services

Characteristic #1:

Robust implementations
of the common mobile

back-end services: Push
notifications, file storage

and sharing, integration with
social networks, location
services, messaging, user
management, the ability to
run business logic, and usage
analysis tools.
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Push notifications allow mobile users to
receive messages on their phones and tablets
from your app even when they are not using
your app. The mechanism is different on each
mobile platform, so extra points for MBaa$S
implementations that give you a unified API
(application programming interface) - or at
least automatically keep track of which push
method to use for each registered device. Note

that web apps can’t receive push notifications.

File storage and sharing is self-explanatory.
You’ll need it to store and retrieve binary files,
such as images and videos. Data is usually
stored in a database rather than files, typically

in a NoSQL database such as MongoDB.

Integration with identity providers such as
social networks allows your app to support
social media sign-up and sign-in, typically via
OAuth protocol. For enterprise applications,
however, it’s more common to support LDAP
authentication into systems such as Microsoft

Active Directory.

Location services in an MBaas are very useful
for mapping and routing apps. All current
smartphones have location sensors, and a
backend that can not only store locations

but also perform geographical queries is a
bonus. Geographical queries usually require
corresponding support in the database, such as

Oracle, SQL Server, or Postgres.

Messaging and chat functions allow you to
communicate with your mobile users when
they are using the app, and allow the users
to communicate with each other. While all

smartphones support text messaging, it’s better,

more convenient, and sometimes cheaper for

business users to communicate within the app.

Even if an app authenticates users with LDAP, an
enterprise app will want to manage user roles,
permissions, and devices. Support for this in
the MBaaS can greatly reduce the need to write

code for user management.

Of course, it’s rare that any application can be
created without writing server-side code. The
ability to run business logic on the server

is essential for any MBaa$ worth the name; it
helps if that business logic can easily work with
stored data in the MBaa$S and in systems of

record as well as data from the mobile device.

It also helps if your developers already know
the programming language(s) supported by
the backend server for business logic. Common
choices are JavaScript, either in an actual node.
js environment or one that is similar, and Ruby

on Rails.

From a management viewpoint, usage analysis
tools are essential for the backend of mobile
applications. You need to be able to track
signups, logins, and often the usage of specific
APIs over time. How much data did users store,
and how often was it read? How many push
notifications went out in a given month? Did
responses to push notifications vary by the time
of day and/or the day of the week? Ideally, you
will be able to customize the type of logging you
need with backend logic, and export the data
for analysis in your analytics reporting tool of

choice.
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Flexible Hosting and
Deployment

An MBaaS does you little good unless it can

handle all of your users, keep your data private,
respond quickly to your app, and meet all the
regulatory requirements that apply to your

app and your data. That leads to our next key

enterprise MBaaS characteristic:

Characteristic #2:

Flexibility to support scalable,
secure, high-performance
hosting on all major public
clouds, in private clouds,
on-premise, and on clouds
that conform to HIPAA, PCl,
FIPS, and EU data security
standards.

&5

“Lock-in” is sometimes used as a bogeyman by
vendors to scare you away from other vendors.
However, you really don’t want to be locked
into a single cloud for an enterprise backend.
There are many reasons for this, including legal
requirements for data privacy and business

considerations for hosting costs.

For example, suppose your company expands
to European Union customers: all of a sudden,
you will need to keep European personal data
in Europe, to avoid the difficult “third country”
(meaning non-E.U.) data protection tests in

EU Directive 95/46/EC. In that situation, if your
MBaaS only runs on a public cloud with no data
centers outside the U.S., you’ll have your work
cut out for you rewriting your app and backend
for a different MBaasS.

Public Cloud

Hosted at a Service Provider Site
Lowest Total Cost of Ownership
Shared Virtualization Resources
Insecured Shared Network

No Dedicated Proactive Support

High Scalability

Private Cloud

Hosted at a Service Provider Site

Low Cost of Ownership

Privately Shared Resources

Secured Private Networks
Dedicated Proactive Monitoring

On-Demand Scalability

» Figure 2: Public vs Private Clouds vs On-Premise Deployments

On-Premise

Hosted at the Enterprise Site
Higher Cost of Ownership
Dedicated Resources

Secure Private Networks
Dedicated Proactive Monitoring

Limited Scalability
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@ Easy App Design

In today’s brave new world of mobile apps, there’s a plethora of target devices and technologies:

native iOS (iPhone, iPad, and iPod), native Android, mobile web, and mobile hybrid. There are also
mobile device management systems for secure native apps. While there are other, less popular
native devices, they can all run mobile web and mobile hybrid apps. (Mobile hybrid apps run a
mobile Web user interface inside a native shell, and are usually built with Adobe PhoneGap or

Apache Cordova.)

A good MBaaS will support all of your desired mobile Characteristic #3:

clients without requiring a lot of work. An ideal MBaa$S

Easy design of native,
hybrid, and mobile web

will help you to generate working apps once you’ve

defined a basic user interface.

apps that connect to
Both web-based and desktop-based mobile app the MBaas, ideally with
designers exist. Most reduce app Ul design to a drag- starter user interface kits

that show end-to-end
connectivity between the
app, SDK, and backend
Afew app designers add a useful abstraction layer by server.

and-drop process; some also help you to generate your

local device code and backend service calls.

generating an SDK (software development kit) to be
called from the Ul as well as generating a prototype
Ul that consumes
the APIs from the

App / MBaas Mobile Ul Test Kits (Editable Code)

SDK. Having that Designer

HTML .
layer makes it Enterprise Integration E l. '.'

and Data Storage

easy to modify the Object Modeling and Smart SDKs (Docs and Test Scripts)
Ul and add app o Js ‘ * :E(i: == ‘
features later on Mobile Services
Enterprise Backend Services

without necessarily User Interface Test Kits ,L - Eé .
returning to the Roessnd Integraionand  Moblle

Integration Kits Authentication Business Logic ~ Services
app designer. Environment Management —

API Versioning

Deployment Management API Gateway

Proxy or Standalone REST APls

Design Time API Services

Enterprise Systems,
Data, APl Portals

—

» Figure 3: Example Enterprise MBaas$ Architecture for Design and Run-Time Separation
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There are business and technical advantages to each type of mobile client. Native clients typically
have the best performance and the slickest look and feel, but require the most programming time,

the highest level of skill and are inherently restricted to one class of device.

Mobile web apps run the same code on almost every smartphone and tablet and take the least time
and skill to program, but they can lose app state when a user switches to another app, unless the
programmer is careful about saving and loading state. Mobile web apps often don’t run as fast as
native apps, and don’t have a native look and feel unless the programmer knows how to simulate

that, or uses a framework that generates a native-looking Ul.

Hybrid mobile apps require an intermediate amount of programming time and skill, and do not lose
app state on a context switch. Otherwise, hybrid mobile apps have essentially the same advantages
and disadvantages as mobile web apps, assuming you use a hybrid shell that is well supported on

all your target devices.

@ Easy Data Modeling Characteristic #4:

Easy data modeling
and programming of

Many app designs hinge on three questions: business logic, including

1. “What data do you need to see?” abstraction/ORM layer

2. “What data do you need to capture?” for composite apps, user

3. “How do you need to process your data?” roles, and permissions.

These three primary questions lead to additional questions that drive your data modeling:

4. “Which data should live together in any given table?”
5. “What are the one-to-many and many-to-many relationships between tables?”

6. “Where should the data be processed?”

Often, the data modeling drives the designs of your mobile app’s screens. For example, a shopping
app for a clothing vendor will have categories of goods, such as men’s, women’s, hats, coats, and
shirts. Within each category are many items, and each item may be available in many sizes and col-
ors. For each unique, fully-qualified item, such as a large green men’s long-sleeved sweatshirt, there
needs to be a price and an inventory count for each store location and each warehouse. You can see

how the structure of the shopping app needs to flow from the structure of the data relationships.
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You want as much as possible of that built into your backend, you want the data access to be ab-
stracted to allow for future portability, and you want permissions to be enforced at every step. For
example, it should be easy for the app to access the correct pricing data for display, and impossible
for the customer to change the price.

Setting

ll CustomerContact
n Figics »

alert_date date
desc
title
1Y

CugtomerActivity
FavoriteCuslomer |
Figids s

ProjectTask
Fiakds s
3l FavoriteEmploye
Finkds ¥

Approval
Flalds »

InfoFeed
Funds »

Finkds »

» Figure 4: Data Modeling within an MBaa$S Designer

You want the data-modeling designer to be easy to use, to translate the design to implemented

database schemas, and you want the schemas to automatically propagate throughout your app as
far as possible.

One good way to make the schema propagate throughout the app is to generate customized
classes (see #10) to provide CRUD (creation, retrieval, update, and deletion) functionality for your
actual schemas. It’'s much easier and more maintainable, and results in a much cleaner separation
of functionality, if you can write mobile client code that essentially says “read the inventory for
the currently viewed stock-keeping unit” rather than writing code that embodies the current

navigational details of the location of that data.
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Enterprise Integration

One of the big differences between enterprise apps and
consumer apps is that enterprise apps almost always
need to integrate with systems of record, including

relational databases such as Oracle, enterprise

Characteristic #5:

Convenient integration
of the MBaaS with
all major back-end
enterprise applications

and databases, support
for common identity
management systems

and authentication
your MBaa$S doesn’t already integrate with your systems protocols.

applications such as SAP, and identity management
systems such as Active Directory. It is rarely the case that

enterprises want to rip out and replace such systems. If

of record, writing the necessary wrappers and interfaces

can be time-consuming for your developers.

New Data Source

Select a Data Source Backend To Connect To...

APl data sources

o HAN Mt s
| TV ) Office365 @) SharePoint  {zendesk

2 g cimmjx
e, YO @A, Charp : B Y ewilie

Hilp waand more

@ workday, TLNeTsuie Taleo 3¢ == 0 ]

e et o T e ErwA R e Dol Saf

nple Object Access Protocol —-and e

':.i'e‘ (] Office365 B> SharePoint  #2zendesk
i iy b e e

Http and more

» Figure 5: Examples of Enterprise Data Integration Capabilities
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Code Generation and Portability

It’s not enough for a good MBaas to allow you to model your data and design your app’s user
interface, data flow, and user experience: It should also generate the code, for at least a prototype
app. Ideally, it should generate the best possible code for each mobile device that you want to
target using your desired technology, be that native code, HTML5/CSS3/JavaScript, or code for a
specific framework. Of course, you may not always get exactly the code you would write yourself,

but there are a couple of things you need to ensure about the generated code.

First of all, the code must be maintainable. You need the generated code to be understandable
by mere mortals, and structured so that a developer who has to implement a change long after
the original programmers have moved on can figure out where to look for any given part of the

functionality.

Second, you need the generated code to be portable. Ifit’s Characteristic #6:

JavaScript, you need it to work on every major standards-based

Generation of
easy-to-maintain,

mobile and desktop browser, at least for the most current

version of the browser. If it’s native code, you need to be able to
portable code for

all desired mobile
or Android Studio for Android code, Xcode for iOS, Visual Studio device ta rgets.

compile it using the native toolset for the platform - Eclipse and/

for Windows Phone, Xamarin Studio for mono code.

- g 0m g D
m WString +lnt wolae.m i
- o = £7 APRequest.h
Iy NSString +Interpolate.h £7 AnyPresence SDK
| Theeme.mss H
MainStoryboard.storyboard fui
* [ Tests gheader APRequest
» (i Pusa € e ;!:h(!ra(! APflequest elass
¥ ] Unilities.
[ Supporting Files #inport <Foundation/Foundat
» [ ] image Assers ful
h AppDelegateh Berum APRegues tWerl
m AppDe fabstract Request vperatio ®
a
L b Sconstant hAPRegues tVerbCr A 8 @ :
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U librmiZ.dvlib geonstant kAPAequeste rblipd = — —
'ﬁ S1IK. E:: HHHHHHH AP que STVe rhDe P i :- - = -
* L] Headers typedet enun { [ -
AnyPresen h KAPRequestVerblreate, - Loaa mere.
T} AnyPrasenceAp: kAFRequestVerbitead, [
I} APCRCAINAGS1. I kAFRequestVerblipdate,
h APObjecLh KiPREques tVerbDelete
} APRequestVerb;
I APQEFect+Localh
h' APOBject + Remote. ful
h APObject+RemoteConfig.h @typedef AFRequestCaliback
gabstract Callback with re
| APObject +R...elationships.h @paran respanse Aesponse d
h' APOhjrcrRemoneConfig.h @param error Error that ha
| D APRequesth | ik
typedef wold{=APRequestCalll
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b APSrringUrils b o i a &
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» Figure 6: Editable, Human-Readable Client-Side Source Code
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The generation of maintainable, portable code should be the end product of the design process
discussed in characteristics #3 and #4. The ultimate test in source code portability is, of course,
whether the vendor will let you own and maintain the run-time source code of your app, without

continuing to subscribe to their service. This applies to the backend server code as well.

Monitoring, Debugging and Testing

Of course, coding is just the beginning of the application lifecycle. Characteristic #7:
You’d like to think that code generated automatically from a Integration with
clean design would be inherently bug-free, but, alas, the world monitoring,

doesn’t always work that way. Code always needs to be tested debugging, and

on every change and monitored in production. If either testing or testing tools.

monitoring flags an error, then the code will need to be debugged.

PetPass Version 2.0 Production

1.03 50 20 100+ 1 4,76

Page load time Liptime Apdex Error rate

v 352 % ¥ 20.0 % no change no change v27T3%

Two week throughput pattern
SMTWTEFS 0.00489
]

August 2014 PpM
Quietest day
—
PetPass Version 2.0 Production B cusiestaay
Weekly Apdex: 1.00g s (Excellent)  SLA report
Mon 08-18 Tue 08-19 Wad 08-20 Thu 08-21 FriDa-22 Sat08-23 Sun 08-24 Summary
Uptime 100% 100% 100% 100% 100% 100% 100% 100%
1.007 9" 1.007 0" 1.00; "
M' Excooem Excosent Excesent
Load time Os 0867 s 0s 111s O0s Os Os 103s
Throughput 0 ppm 0.0049 ppm 0 ppm 0.009 ppm 0 ppm 0 ppm 0 ppm 0.002 ppm
APP SERVER
% 1.00g 5 o:t:mn_s 1.005 5 1.00g 5 0.995 ¢ 1.00p ¢ 1_.00.]_5 1.00g 5
¥ Excebent Excelem Excetent Excetar Excetent Excelam Exceten Excesant
Resp. time 48.8 ms T5.8ms 68.4 ms S7T6ms 853 ms 728 ms 65 ms B8.7 ms
Throughput 2.04 rpm 2.8 rpm 2.74 rpm 248 rpm 229 rpm 16.2 rpm 114 rpm 5.7 rpm
Error rate 0% 0.0132% 0.0452% 0.005% 0.0109% 0.0605% 0.0633% 0.0476%
Total CPU 0.3% 0.4% 0.4% 0.3% 0.3% 1.0% 0.8% 0.5%
Memory 167 MB 158 MB 163 MB 162 MB 157 MB 162 MB 162 MB 162 MB
Database 0.6% 58% 5.7% 5.0% 1.8% 15.3% 17.6% 12.4%

» Figure 7: Example Integration with Best-in-Class Performance Monitoring Tools (New Relic)

If you don’t already have monitoring, debugging, and testing tools, then ideally your MBaasS will
include them. If you do have such tools, then ideally your MBaaS will integrate with the monitoring,

debugging, and testing tools that you own, know, and love.
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An ideal enterprise MBaa$S will offer interfaces to all the systems of record with which you need to
integrate, and will reduce the mapping problem to a matter of entering the system credentials and

picking the fields of interest to your app from the available fields.

Building, Deployment and Versioning

Building and deploying mobile apps can sometimes be a pain

in the neck, for various reasons. Often, each different mobile Characteristic #8:

platform has its own special compilers, which may require

Easy building,

special platforms. For example, you can only build native
deployment and

iOS apps (for iPhone, iPad, and iPod) on Mac OS X platforms,

versioning of

enterprise mobile
on Windows platforms, using Visual Studio. People who want applications.

using Xcode. You can only build native Windows Phone apps

to build both often run Windows and Visual Studio in a virtual
machine on a Mac OS X host. Android, fortunately, has operating-

system-agnostic development tools.

Even running the builds can be difficult, if you target multiple mobile clients. For a complicated app,
each target build might take five minutes, and the build might have to be run sequentially because

of the RAM and CPU limits of your development computer.

Just maintaining all those development systems and keeping them up to date can be a chore.
In addition, you have to keep your code current as the underlying system APIs change with new

versions.

Ideally, your MBaaS will take care of most if not all of these issues for you. Some mobile tool sets
and mobile backend services have their own build servers or build clouds; others integrate with
Adobe PhoneGap Build, which provides a build cloud specifically for hybrid apps built using a
PhoneGap wrapper. Using cloud build services speeds up the build cycle, takes the build load off

your computer, and relieves you of maintaining all the different build systems.

Deployment to public app stores can be time-consuming and problematic, particularly the Apple
App Store, which currently has an average 9 day review time for submissions, and a spotty record
for consistency of approvals. While it helps a bit for the MBaa$S to automate deployment, it helps
even more if you deploy to enterprise app stores, especially ones that integrate with mobile app

management platforms. (See #9)
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Versioning of apps ought to be nearly automatic, controlled either in the IDE or in the MBaa$S
control panel. Often MBaas platforms either provide their own version control system, or integrate
with a popular external source code control system such as GitHub, and propagate the version to

the deployment points as well as creating tags in the repository.

In addition to client-side deployment considerations, also note the importance of server-side
deployment flexibility as discussed in characteristic #2. The ability to deploy the backend server in
any cloud, and more importantly for enterprises, on-premise, is a key characteristic for enterprise
MBaas solutions.

Methods
+dataBosrce
Returns the data source class associated with a Book.
EmployeeProductivity . PP Employ ty / Builds Returns the dati source class associated with & Book.
v SUCLIS |
+ (Class)dacaSsures:
# Overview Builds Return Value
F Settings Most Recent App Builds Class 9 the data source with a Book.
P eam— . Properties
Status Envircrmaent Repository Api Viersion
suthor
& Deployments & ot == Sancwox Arehive 1} v Generated madel property: authos,
2 Badid bockTmage
’ Android App = Sandox Archive w1 ] - Genarated model properiy: book_image.
ACTRING checkedout
Cenerated mode! property: cheched_out.
O Generate a jQuery App = SandBex Brchive [ #1 ] -
1d
] i,
& Deploy & s Ly Sancbox Archive ] v Centraed model propeny: i
Labnius
- Generated model properiy: isbn_num,
o & Androidsdx [ uccess | Sandvox Archive m R o
LiBraryTd
B Data Sources o = Generated model property: library_id,
105 Sdk [ 50ncvs | Sandsox Archive
£ Obiects L nams
ACTESS S  Xamarin Sdk [ 2ccens | Sanduax Archive [ 1] - 2015401728 05:19
0 Auth Object & WP Sdk [*Susceeus | BaoK Archive [+ ] - 2015/01/28 05:19
& Roles
o Query Sdh = Sandnos Archive = - 3016/01/28 05119
a0 Auth Strategy
= ' i Sandbox rehin ' 2015/01/28 05:19
- G Nodeapi E= Archive [ ]

» Figure 8: Build and Version Management with Github Integration
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@ MDM and MAM Integration

Mobile device management (MDM) and mobile application management (MAM) systems help
enterprises protect corporate data, control user access to network resources, and distribute apps
without going through public app stores. MDM often refers to systems with deep control of the
mobile devices, down to the firmware level; MAM now usually refers to app-oriented systems that
control provisioning and updating of apps through an enterprise app store, although some MAM

systems use secure app wrappers.

If your company uses MDM and/or MAM, you’ll want your Characteristic #9:
MBaas to integrate with those services automatically. Integration with enterprise
Otherwise, you will need to either implement your own MDM and MAM solutions

integration based on the methodology employed by your for data management,
user management, and

MDM/MAM vendor(s), or live with some manual steps in oo
app distribution.

your deployment workflow.

Apps Show filter Q

b1
lon App Mama Type Category Created Cn Last Upcated Dizabie £
GoToMeeling App Store App Detaull AN2ZNETIZPM AM2M167.53 PM
Eis. I AnySales MOX Anypresence AANS 905 AM A5 10-09 AM
E Gustomerdsl MOX Anypresence 21315 907 AM M35 10:10 AM
@j. Anypresence Plaliorm Wl Link Anypresence 3135 91T AM NI 91T AM
@ WorkTasks MO Deefault 4215 7.58 PM 4215 750 PM

wing 11 = 16 of 15 items Showing 2 of 2 4 ¥

» Figure 9: Example Integration with Best-in-Class MDM and MAM Tools (Citrix XenMobile)
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Secure app wrappers typically add several capabilities to the app packages they contain: remote
wipe, secure connectivity, authentication, and encryption. Since the app wrapper mediates

all communications for the app, it can force all connectivity to go through a VPN, and provide
single sign-on. It can also automatically delete any local file storage created by the app when the
app closes, if that’s the applicable policy. Secure app wrappers are often used in addition to an
enterprise app store, since secure enterprise apps really have no business being listed in the public

app store.

Secure apps without secure app wrappers often use a MAM SDK to implement single sign-on,
remote wipe, secure connectivity, authentication, and encryption. Your MBaaS may already have
support for selected MAM SDKs, or you may have to mix the MAM API calls into your mobile app

code.

Enterprise app stores offer a single place to go for apps for all platforms used by the company,
and give companies an easy way to apply role-based security to authorizing internal, partner, and
external app users to download, install, update, and delete sensitive apps. Enterprise app stores are

sometimes deployed on-premise, and sometimes deployed as private sites in a public cloud.

It simplifies your deployment workflow if your MBaaS knows how to deploy directly to your
enterprise app store. However, your worst case would require you to manually upload your app

packages to the enterprise app store whenever you need to release a new version.
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@ Smart SDKs

As we discussed earlier, code generation that creates SDKs as well as prototype apps that consume

the SDKs makes it easy for developers to build other apps against the same SDKs. The more
common alternative leaves out the SDK layer and simply generates apps. While that certainly
makes developers more productive than building every app from scratch, it doesn’t support an

ecosystem of departments or partners using your centralized APIs.

For example, your business might have an ERP system that includes your suppliers. Historically, you
might have allowed your suppliers to connect to your ERP system through your web site, but now
they want to allow their staff to connect and find out your needs, as well as the needs of their other
major customers, using their tablets from their factory floors. If you simply create an app, they’ll
have to switch between your app and their other customers’ apps; if you create an SDK, they will be

able to include your information along with other customers’ in their own app.

A similar use case for SDKs applies to enterprises with multiple subsidiaries, divisions, departments
and locations. The French agricultural sales operation will want a different app than the Texas
agricultural sales operation, not just because of speaking a different language, but also because of
different currencies, tax regulations, and product lines. At that point writing a single app for both
operations no longer makes sense, but writing two apps using the same SDK to communicate with
the common backend does - and the two apps will be much more maintainable than they would

have had they each been written from scratch.

Another benefit of generating an SDK comes from the use of Characteristic #10:
classes. Once you have the SDK classes imported into your Support of SDKs for
IDE, you’ll have the benefit of code completion for all the use by departments

members of the classes, meaning that the IDE will help you and business partners.

write correct code based in a few keystrokes. (see figure 10) SDKs should have rich
features including

One of the hardest problems in enterprise app development :
P P PP P support for offline

cache, data synch, and
offline operation for a sales app, as you expect the ideally classes based

is offline operation. You would expect to need to support

salesperson to go out of cellular and Wi-Fi coverage regions on object definitions
at times. You might not expect to need to support offline to support type-ahead

operation for an order fulfillment app, but many warehouses IDE features.

have no cellular reception at all, and spotty Wi-Fi that can

vary from day to day as box placement changes.
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If your inventory changes slowly, you can load your salespeople’s tablets with the current numbers
before they go on the road every day, and store that in offline cache, typically using local storage on
the device. Periodic updates when the tablets have connectivity might keep the local copies of the

inventory sufficiently accurate, but that begs the question of how to handle order entry.

The worst case for the salesperson would be having no connectivity at the point of sale - not

an uncommon situation. The customer’s order would be entered on the tablet, but couldn’t be
transmitted back to the company until the tablet went online again, so it would have to be stored
locally. If the app didn’t have that capability, the salesperson would be reduced to taking the order

on paper.

In the meantime, however, another salesperson could have sold some of the same items and
transmitted the order back to the company, making the first salesperson’s local inventory numbers
inaccurate, possibly changing some items from in-stock to out-of-stock status. When the app

goes online and tries to complete the transaction, some items may be marked as back-ordered.
That would lead to an apologetic phone call from the salesperson to the customer, and possibly a

canceled sale.

Ideally, the MBaaS would generate most of the online-offline data synchronization and conflict
resolution logic. The appropriate conflict resolution strategy depends on the use case, however,

and a backend vendor that airily tells you “server wins is always the answer” is not to be believed.

public async Task<Box> CreateObject(String name , String number){

Box newBox = new Box() ;
// Box is the name of an object defined in the AnyPresence designer .

newBox.
|| : :
i3 I public strin
| Id K P g
LJ | Id { get; set; }
Name \ )
Number

|5 PropertyChanged
|Z] PropertyChanging
ReadAsync

[ save

» Figure 10: Smart SDKs with Custom-Generated Native Object Classes
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For example, take the case of a field inspector who has no connectivity while recording
observations and taking pictures. The inspector would have gotten the location information before
starting the inspection, but suppose there was a typo in that record that was fixed in the back office

while the inspector’s tablet was offline?

When the inspector regained connectivity, his app would try to synchronize all his observations
with the central database, but the fixed typo would not match. A blanket “server wins” strategy
could lead to the loss of the entire field inspection’s data, while a blanket “client wins” strategy
would lead to re-introducing the original error. Ideally, the app would show the inspector the data
in conflict and make an informed decision, without any possibility of losing a morning’s inspection
data.
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Conclusion

As we have seen, an enterprise app’s needs for a mobile backend as a service are more complicated

than a consumer app’s needs.
At the base level, a true enterprise MBaa$S will include:

Robust implementations of the common mobile backend services
Flexible hosting and deployment (cloud or on-premise)

Easy app design

Easy data modeling

Integration with all major backend enterprise applications and databases
Generation of easy-to-maintain, portable code for desired mobile devices
Integration with monitoring, debugging, and testing tools

Easy building, deployment and versioning of mobile apps

T A L R

Integration with enterprise MDM and MAM solutions

10. Smart SDKs for use by departments and business partners

Other considerations beyond these basic enterprise capabilities are:

+ The emergence of non-traditional endpoints such as wearables and loT endpoints: does
your MBaaS$ platform enable you to take advantage of these newer technologies as they

gain adoption?

«  Creation of custom APIs and microservices: traditional MBaa$ platforms provide prescribed
or fixed APl endpoints. More flexible platforms will enable you to define customized API

endpoints with signatures that can take any shape or format.

« Enabling faster innovation across your enterprise ecosystem: how can your MBaas platform
enable people across or even outside your company to build innovative solutions that

incorporate your digital assets

Now that you know some of the factors you need to consider, you should be able to do deeper

evaluations and make more informed choices about enterprise MBaas.
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